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Outline
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• elucidating fundamentals of Shlaer-Mellor 
runtime

• introducing security extensions to the runtime 
model
– obscuring state sequencing
– obscuring message sequencing
– obscuring/leveling resource (energy) utilization
– not speaking to existing function obfuscation 

techniques (indistinguishability obfuscation)
A working model of a S-M runtime is to be 
understood and explored with respect to managing 
observable energy consumption.

Aims of this Presentation
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• direct translation of model elements (mapping)
• collections
• runtime core

Elements of a Shlaer-Mellor 
Software Architecture
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• classes, state machines, action language
– class -> class, struct, table
– state machine -> nested switch/case 

statement, 2 dimensional lookup table
– action language -> each statement maps to 

lower level construct
• relationship creation, deletion and 

navigation, etc.

Direct Translation of Model 
Elements (Mapping)
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• instances, relationship extents, transient sets

– instances

– relationship lists

– transient sets

Collections
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• event, timer and message dispatching

– event queueing (self and instance)

– timer management

– message passing

– activity dispatch

Runtime Core
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• This is the focus of this presentation.

• security extensions to be made to the runtime 

core

Runtime Core
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• models themselves

• rules

• runtime

Simulation
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• Verifier

• iUML executor (similar to Verifier)

• Inspector

• penny simulation

Simulation:  Executing the Models
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Executing with… Verifier
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Executing with… Inspector

12



Executing with… Penny 
Simulation
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• how it works…

...just like the simulation.

Deeper into the S-M Runtime
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• Instances of classes are managed in lists.

• Instances of active classes maintain a 

current_state into the state model defined for the 

class.

Classes and Instances, State 

Models and State Machines
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next state = current_state + event



• head, tail, next, instance, event number

Queue:  Event Queue
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• head, tail, next, instance, event number

4 Queues:  Events, Timers, Msgs
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• strength of the S-M event dispatcher WRT 

behavior sequencing

– examples of instrumentation for tracing

– IBM fiber channel control unit

– BAS "can't happen" war story

Strength:  Behavior 

Sequencing Observability
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• exposure of the S-M event dispatcher WRT side 

channel cryptanalysis

• growth of shared resource (cloud) computing

Weakness:  Observability
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• The runtime provides a central point to measure 

energy consumption and take action to 

counteract information leakage.

Strength:  Centrality!

20



• OOA MM instance loading

• thus OOA of OOA is key subsystem

• templated serialization of text ('model2text')

• otherwise model compiler is a normal S-M model

Distinctives of a "model-based 

model compiler"
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• application model

• OOA (meta) model

• model compiler model

• target (meta) model

Which (Meta) Models Involved?
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runtime class diagram

Operating Model of S-M Runtime
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dispatcher state model

Operating Model of S-M Runtime
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• time rules

• event rules

• implemented in 4 queues:

– self events

– instance events

– timers

– messages

Operating Model of S-M Runtime
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• Thread of Control

• energy quantum

• PID

Extended Model of S-M Runtime
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Extended Model of S-M Runtime
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• energy measurement (quantum, ToC)

Each activity dispatch links to a quantum of energy 

measured from its execution.

The quata are summed into the thread of control.

Patterns at the activity level and/or at the ToC level 

can be measured, analyzed and counteracted.

S-M Resource Usage Analyzed
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Square Wave Time Usage (GPSW)
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Another experiment involves emitting characters 

correlated with specific states from the threads of 

control.  The pattern will be visible as repeating 

characters.

After injecting jitter and feedback-balanced threads 

of control, compare the output stream of characters 

and analyze (compressibility, etc).

Object/State Output Represented 

as Letters/Numbers
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• Once we can measure 

our energy usage, we can 

balance and shape it.

• self-leveling

• cooperative leveling

Measurement → Control
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• Runtime energy direct feedback.

• Self injection of benign messages with known 

threads of control.

• Outside injection of benign messages with known 

threads of control.

Energy Balancing Techniques
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• By injecting states within a thread of control the 

energy boundaries can be widened.

• By injecting additional threads of control the 

periodicity can be reduced.

• The quantities of additional energy desired are 

adjustable.

• Feedback provides opportunity to ramp up/down 

the injected energy requirements.

Square Wave Time Usage (GPSW)
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Square Wave Time Usage (GPSW)
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• simplistic steganographic translation of multiple 

models together into the same build

• more purposeful steganographic translation of the 

same model with variation of the states and 

activities

• Thread of Control Identifier is key to differentiating 

legit and benign action dispatches.

Steganographic Techniques
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• GPSW unobscured

– time profile

– energy profile

– state, message and energy patterns

• GPSW obscured

– time profile

– energy profile

– state, message and energy patterns

Demo
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• finish the runtime leveler

• identify protocol for ToCI assignment

• integrate runtime into upcoming model compiler 

architectures

Future
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• elucidating the fundamentals of Shlaer-Mellor 

runtime

• introducing security extensions to the core of the 

runtime model

• obscuring state sequencing

• obscuring message sequencing

• obscuring/leveling resource (energy) utilization

Review
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