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UML-B
« A formal (mathematical) diagrammatic modelling language

— Class diagrams, State-machines

— "UML-like’ - but has a different semantics

« No run to completion (no trigger events)
e Refinement
— Abstract model — simple to prove critical properties
— Refine in detail — proven to preserve abstract properties
« Based on formal language - Event-B

— Sets, predicates, guarded events

— Tools : Rodin modelling platform — automatic theorem provers
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UML-B
 Verification by Proof
— NO INSTANTIATION NEEDED

— If not proven — use model checker to find counter-examples

e Validation

— Animation + Visualisation

— Scenarios



UML-B Class diagrams

Example - Access Control

1. Activities take
place in Rooms

2. Users are
authorised to carry
out activities

3. Users may enter
Rooms only if they
are authorised to
carry out all the
activities that take
place in that room

< USER

-¢- enter
4 leave

4 authorise
4% removeAuth

0..n

& location

\

/

0..1

-~ ROOM

i takeplace
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- inv_User_1: takeplace[location[{this_USER}]] ¢ authorised[{this_USER}]

0..n

& authorised

0..n

v
<~ ACTIVITY

0..n

—
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< USER
4‘} enter this_ USER.location.takeplace
4 leave .
N , is a subset of
4+ authorise

The security
invariant

-¢- removeAut..

-:::::- inv_User_1: takeplace[location[{this_USER}]] ¢ authorised[{this_USER}]

0..n

& location

Y

0..1

-~ ROOM

this USER.authorised

0..n

& authorised

0..n

Y
<~ ACTIVITY

) takeplace 0..n

-



UML-B Class diagrams

Example - Access Control

Bd mO.cd.cd#0 2 & moO 8 x1

- USER

-.¢,- enter

4 leave

4 authorise
2

removeAuth

0..n

@& location

0..1

-~ ROOM

takeplace

-~ inv_User_1: takeplace[location[{this_USER}]] < authorised[{this_USER}]

0..n

& adthorised

0..n

- ACTIVITY
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®x0 X
CONTEXT
x0 >
SETS
o  USER >
o  ROOM >
o ACTIVITY >
CONSTANTS
o takeplace >
AXIOMS
o assocMult takeplace: takeplace € ROOM < ACTIVITY not theorem >
END

@ mo X
MACHINE
mo >
SEES
o x0
VARIABLES
o location >
o authorised >
INVARIANTS
o inv User 1: VYthis USER-this USEReUSER = (takeplace[location[{this U!
o assocMult location: location € USER -+ ROOM not theorem >
o assocMult authorised: authorised € USER <« ACTIVITY not theorem >
EVENTS
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< USER
— enter
% enter  any r : ROOM
The guard 4 leave where
. = —~——>» takeplace[{r}] c authorised[{this USER}]
+ th —
achleyes the *'f* authorise pasm
security % removeAt " 15cation = location < {(this USERer)}
invariant... -~ inv_User_1: takeplace[location[{this_USER}]] ¢ authorised[{this_USER}]
O..n O"n
& location & authorised
0..1 0..n
2 v
- ROOM < ACTIVITY
) takeplace 0..n >
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< USER
— enter
% enter  any r : ROOM
The guard 4 leave where
. % > takeplace[{r}] c authorised[{this USER
achieves the *;* authorise placel{r}] [{this USER}
security ¥ removeAL location = location < {(this USER»r)}
invariant... -=:::=- inv_User_1: takeplace[location[{this_USER}]] ¢ authorised[{this_USER}]
0..n 0..n
authorised

But how can enter know the users authorisation?

It is a specification, not a design.. 0..n
... cannot be implemented like this A(\:{I'IVITY

S’ LAnTpIaLc Vool =~ |

0..n
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4. Users are allocated Tokens

5. Holding a Token enables access to Rooms

6. Tokens expire
© token

< TOKEN allocateToken is a constructor
- constructs a token for holder

4% allocateToken

J¢ mepieToken expireToken is a destructor

refRel: takeplace[{room(this_token)}] < authorised[{holder(this_token)})

- / 0..n
© holder

The design assumption. T som L
<~ USER
If true the refinement & Tocation
the securit 1 01 0.n
presel.‘ves ty Y 4 enter
tnvarant < ROOM & ACTIVITY % leave
% authorise
O takeplace %% removeAuth
~ © authorised e
on o - 4% allocateToken




UML-B Class diagrams

Example - Access Control

Bd *m1.cd.cd#0 22

O token
- TOKEN
%% allocateToken
-¢- expireToken
-<:I>- refRel: takeplace[{room(this_token)}] < authorised[{holder(this_token)}]
0..n o
© holder
< |room 1.9
<~ USER
© location
1.1 0..1 o.n
% enter
<+ ROOM <~ ACTIVITY % leave
-¢- authorise
O takeplace ¥+ removeAuth
© authorised .
0.n 0.n ¥¥ allocateToken
0..n 0..n

| &
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@ x1 =

@ m

CONTEXT
x1

EXTENDS

o x8

SETS

o TOKEN

CONSTANTS

o room >

AXIOMS

o assocMult room: room € TOKEN — ROOM not theorem

END

&

MACHINE

ml
REFINES
o me
SEES
o x1
VARIABLES
o location
o authorised
o holder

o TOKEN supertypeOf token: token € P(TOKEN) not theore
o assocMult holder: holder € token — USER not theo
o refRel: Vthis token-this tokenetoken = (takeplace[{
EVENTS

o INITIALISATION: extended ordinary
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4. Users are allocated Tokens
5. Holding a Token enables access to Rooms

6. Tokens expire

5 TOKEN © token
4% allocateToken
%% expireToken
:1:1:- refRel: takeplace[{room(this_token)}] < authorised[{holder(this_token)})
0..n o.n
© holder
& |room 1.1
<~ USER
© location
1.1 0.1 0..n
v J/ ¥ enter
<~ ROOM 4 ACTIVITY ¥ leave
% authorise
New guard of enter: _ % removeAuth
Jt-t=token /A holder(t) = this. USER /\ room(t)=r @ authorised % allocateToken

0..n 0..n



UML-B Class diagrams UNIVERSITY OF
Southampton
Example - ACCGSS COIltI'Ol School of Electronics

and Computer Science

~ @ . . o8 11 IDvestigating a failed proof using the

B B gg '3! lgB a U
: s Theorem Prover —

It Proof Tree 22 F Event-B Explorer &2 = O
~

v (9 simplification rewrites removeAuth/inv_User_1/INV S
V‘?‘type rewrites ] ] V]
v sri-pliﬂcation rewrites v =3 iRooms
v v?‘v, goal (frees this USERO) > GXO
¥ (7)simplification rewrites > @x1
) takeplace[location[{this_USER®}]]c(at v@mo
] ¥ & O ] » © Variables

» - Invariants

| ¢t acauthorised[{this USER}) .
. » Bg Classdiagram cd

- ct ¥V this_USER D . » %, Events
@ Proof Information £2 =[] takeplace[location[{this_USER}]]cauthorised[{this_USER}] v @ Proof Obligations
A
| removeAuth/inv_User_1/INV gx :::I::t:g:::g:;;sz
e Event in mo m @ enter/assocMult_loc
P o TR S
this USER, a ct takeplace[location[{this USER@}]]c(authorised \ {this USER » a})[{this USERO}] (,Aleaveﬁnv_UserJ/IN\
WHERE @ authorisefinv_User_1
instanceType this USER: this USER € USER b removeAuth/inv_Use
paramType a: a € ACTIVITY > @ m1
cd quards3: a € authorised[{this USER}] L e
cd guardsé: T % Proof Control &3 Statistics Rodin Problems Y= B ViSymb ffSearc X = O
THEN ] Py ppv RF v @ i P @ PO pl ml SMTv Ov \J,'/‘ ] ‘:-_]/ _ oo @ _é _6
cd actions6: authorised = authorised \ {this U &
END " EY
e Invariant in m@ N
inv User 1: Vthis USER-this USEREUSER = (takeplac e ewm O]

authorised[{this USER}])

.10 1 item selected



UML-B Class diagrams

Example - Access Control

= . . 4. 8 % Finding a counter-example using the

[7] Events 3
Checks v T¢ v (pv 2o
G S
Event Paramet:
) enter (x2) ROOM1
P leave (x2) USER1
) authorise (x4) ..., USE
P removeAuth ..., USE
EE X R ]
S
| |0

» =% _archives
» =% AccessControl-Debt
» =% CruiseControl
» = EinsteinRiddle
» = Example_SM_instanc
> = HL3
v =%iRooms
> @x0
> @x1
v@mo
» © Variables
» -, Invariants
» Bg Classdiagram ¢

[ .

= B By mO.cd.cd#0 8 71

N
v

4

< USER

¥ enter

3 leave

¥ authorise
¥ removeAuth

<4~ inv_User_1: takeplace[location||

0.n
© location
0.1
<% ROOM
Ot
0.n
® 0

Model checker (ProB)

= 8 [J state R

LTL Counter-Example & || = 8
Name Value P1
¥x0
takeplace {(ROOM2-ACTIVITY2)} {(ROOM2-A
¥ mO
authorised {(USER1~ACTIVITY... {(USER1~A
location {(USER1-»RO0OM2),(U... {(USER1~RC
¥Formulas
Fsets
> invariants 1
axioms

»event guards

Model Checking finished

| Invariant Violation found!

Details >>
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B B @'ﬂlgBﬂ @

[ History 22 Event Err Propertie = O

mO

removeAuth(ACTIVITY1,USER2)
removeAuth(ACTIVITY2 USER1)
enter(ROOM2,USER1)
enter(ROOM1,USER2)
authorise(ACTIVITY1,USER1)
authorise(ACTIVITY2,USER1)
authorise(ACTIVITY1,USER2)
INITIALISATION
SETUP_CONTEXT

(uninitialised state)
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(2 mO.sm.smd#0 X [z m1.sm.smd#0 @mo xR @mi1
q MACHINE
] mo >
VARIABLES
off to_on on ; g:f :
‘ INITIALISATION INVARTANTS
o typeof off: off € BOOL not theorem >
», o typeof on: on € BOOL not theorem >
\ o distinct states in sm: partition({TRUE}, {off} n {TRUE}, {on} n {TRUE})
EVENTS
—* o INITIALISATION: not extended ordinary >
to_off THEN
o init off: off = TRUE >
o init on: on = FALSE >
END

o to_on: not extended ordinary >
WHERE
o isin off: off = TRUE not theorem >
THEN
o leave off: off = FALSE >
o enter_on: on = TRUE >
END

o to off: not extended ordinary >
THEN
o leave on: on = FALSE >
o enter off: off = TRUE >
END

END



UML-B State-machines

State-machine refinement

" off

)
unpowered

INITIALISATION

power_down

.3

"halted

S
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error

n_disable

to_on

"on
(disabled | dilsable
I
recover
idle P stop active

start




UML-B State-machines

State-machine animation

[ JoX J
H-He&id
[ Events 2 =0

Checks v T v v Zov
Event
@to_on
» power_down
@ power_up
@ pass
©fault
b error
- stop
O start
©recover
Son_disable
@ sense_brakes_applied

I sense_brakes_released

EE R R =]
B EE v
J lo

» [ _archives

» & CD_lecture_slides
» = CruiseControl

» = iRooms

> 2 IXL

» = NewProject

» Zold

» (2 old.eventB

> [ SMANIM

> (= WM_iumlb
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Demo - ProB - platform:/resource/CruiseControl/m3a.sm.smd#_5pFF8MVREeOu4L 1HrsQVOQ - Rodin Platform
dfiv BBE X 1:iQ-: v 5y %o (v o vi| Tahoma S B B O e Biv o3y Zav w0 N 5 [150% ' m B[R e
[24 mO.sm.smd#0 [24 m1.sm.smd#0 |2 m2.sm.smd#0 24 *m3a.sm.smd#0 X = B [ state X ETICoUNT =" 1™ I NNy
4 ¥ |5 E
I Name m3a _m_2_1
vmo start s
off on recover r.
roowered) off sense_brakes... d...
unpowere halted on start s
—_— 2 v
error (disabled ) m1 to_on t
INITIALISATION ) halted pass
/_ sense_brakes_applied post power_up
P INITIALISATION I... I...
power_up aul ready (uninitialised...
- unpowered
ower_down recover v m2
* on_disable I active
post . I disabled
ready A
L idle ) stop. active idle
to_on >I v m3a
— STalL - braking = FALSE braking
not_braking
¥ Formulas
> invariants
T > event guards
not_braking

Animating a
statemachine using the
model checker (ProB)

sense_brakes_applied

sense_brakes_released

braking
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Constraint Modeling
with Albert Einstein

Einstein's Riddle in xtUML

Cortland Starrett - One Fact Inc

There are 5 houses in five different colors.
In each house lives a person with a different nationality.
These five owners drink a certain type of beverage, smoke a

With onl

these Y certain brand of cigar and keep a certain pet.

conditions No owners have the same pet, smoke the same brand of cigar or
there are drink the same beverage.

many possible

solutions.

...Who owns the fish?

xtUML.org
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Removing a hint results in more than one possible solution
Except for one hint which is unnecessary

The Brit lives in the red house.

The Swede keeps dogs as pets.

The Dane drinks tea.

The green house is on the immediate left of the white house.

The green house's owner drinks coffee.

The owner who smokes Pall Mall rears birds.

The owner of the yellow house smokes Dunhill.

The owner living in the center house drinks milk.

The Norwegian lives in the first house.

The owner who smokes Blends lives next to the one who keeps cats.

The owner who keeps the horse lives next to the one who smokes Dunhill.
The owner who smokes Bluemasters drinks beer.

The German smokes Prince.

The Norwegian lives next to the blue house.

The owner who smokes Blends lives next to the one who drinks water.”
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+pet
{3,pet}
breed:breed {1}
name:string
1 | keeps
+house R3
{2,house} R1 1
color:color |1 1 +owner - +tobacco
number:streetn..{I2,R2} g {1,owner} | 1 1 {4 tob...

nationality:nationality {I} | smokes |brand:brand {I}
house_color:color {R1}
pet_breed:breed {R3}
smoke_brand:brand {R4}

1 occupies drink_name:drink {R5}
+address
0..1 {6,address} 11 RS
is number:streetnu... {1} 1 drinks
left |right_number:st...{R6}
of +beverage

: {5,beverage}
R6 .1 | isrightof name:drink {1}




Einstein’s riddle in UML-B

Modelled by Thai Son Hoang

- COLOUR

< next

N

& colour: COLOUR

) number: 1..5

- HOUSE

<~ right_opposite_left: right = left~

-¢- next_is_left_or_right: next = left u right

'¢' left_def: left = {i-i € 2..5 | number~(i) » number~(i - 1)}
0..1 0..1 0..1

O right
O left

UNIVERSITY OF
Southampton
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and Computer Science

<~ PET
<~ NATIONALITY
1.1
O keep
1.1
- PERSON - CIGAR

& nationality: NATIONALITY o smoke 1.1,

0..1

.1

O own

O drink

1.1
-~ BEVERAGE
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[ NON ) xtUML - platform:/resource/EinsteinRiddle/c2.CD.cd# wKLskNMuEemo4b7ZQg5YPQ - Rodin Platform
i v Eg8 X 1iQeio 4 &
S S —v Biv ol Eev H+ [100% = e mFERE
[7] Events &3 = B4 c2.CD.cd#0 2 = 71 = [ State 2 LTL Counter-Example & 4| = [ History £2 Event Err Propertie <=
Checks v % v [~ :%)v q Name Value :=:’v
G Ao I~ Event
S & HOUSE M
Event Parame colour {(blueHouse~Blue),(greenHous... (SETU_?(;O";TEtXtT )
uninitialised state
P INITIALISATION drink {(brit~Milk),(dane~Tea), (germa...
keep {(brit~Bird),(dane~Horse),(german~Fish), (norwegian-Cat), (swede~Dog)}
-¢- Hint04: colour(this_HOUSE) = Green = tH|
4 Hint0S: colour(this_HOUSE) = Green = dr left {(blueHouse~yellowHouse), (gre...
nationality {(brit~Brit),(dane~Dane),(germ...
<%~ PERSON
next {(blueHouse~redHouse), (blueH...
number {(blueHouse~2),(greenHouse»...
own {(brit-redHouse), (dane~blueHo...
{>- Hint01: nationality(this_PERSON) = Brit = right ((blueHouse»redHouse),(redHo...
< Hint02: nationality(this_PERSON) = Swed 3
4 Hint03: nationality(this_PERSON) = Dane smoke {(brit-PallMall), (dane-Blend), (...
%+ Hint06: smoke(this_PERSON) = PallMall = ¥ Formulas
{>— Hint07: colour{own(this_PERSON)) = Yellq
t. E X% R =! |m -¢- Hint08: number(own(this_PERSON)) = 3 4 »sets
' Ef‘ B <4 Hint09: nationality(this_PERSON) = Norwd
=) B = Y % Hint10: smoke(this_PERSON) = Blend = o .
] ] @ % Hint11: keep(this_PERSON) = Horse = ow >* sxioms N
. <+ Hint12: smoke(this_PERSON) = BlueMastd * 1 e * h
> _archives < Hint13: nationality(this_PERSON) = Germ, COHStralnt SO Vlng USIHg t e
» = AccessControl-Debt % Hint14: nationality(this_PERSON) = Norwg
» =% CruiseControl 4 Hint16: T d 1 h k ( )
[ 5 CruiseControl Moadel checker (ProB
»@co
»@c
v@®c2

< Carrier Sets
© Constants
> 4 Axioms
» Bg Classdiagram (

» @ Proof Obligatio noeventerrors detected

» L ZTEvamnle SM inctane
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ENABLE-S3 ENABLE'S3

ECSEL EU
PROJECT

Enable-S3 - Horizon 2020 project

Objective: establish cost-efficient cross-domain virtual
and semi-virtual V&V platforms and methods for ACPS

This project has received funding from the ECSEL Joint Undertaking under grant agreement No 692455. This Joint Undertaking receives support from
the European Union’s Horizon 2020 research and innovation programme and Austria, Denmark, Germany, Finland, Czech Republic, Italy, Spain,
Portugal, Poland, Ireland, Belgium, France, Netherlands, United Kingdom, Slovakia, Norway.
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Modelling ETCS Hybrid Level 3 segiotrearonies
e European Train Control System

« Hybrid Level 3 specification — virtual fixed block

— but not moving block
« Train gsm position reporting and integrity monitoring
» Retain existing trackside train detectors (TTD)
« Hybrid — copes with existing trains (using TTD)

« New trains supervised more densely using virtual blocks
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Modelling ETCS Hybrid Level 3 scoctormeaons

ETCS HL3 modelled in UML-B

Could not prove safe in some scenarios

. . Dghaym, Poppleton, Snook, (2018) Diagram-Led Formal
— 1if trains roll backwards 5 Modelling Using iUML-B for Hybrid ERTMS Level 3. In
International Conference on Abstract State Machines,
Alloy, B, TLA, VDM and Z (ABZ2018). LNCS Volume

— when movement authority revoked 10817 1336.352.

As a result — ETCS spec revised

Validation of model essential

— B Motion Studio/ProB,
— driven by UML-B Scenario checker tool



Modelling ETCS Hybrid Level 3

Validating the HL3 model using the

UML-B Scenario checker, BMotionStudio and ProB

U MY_VIS (VBU_MY_ANIM.DUM - EVENTE) 25 |

UNIVERSITY OF
Southampton
School of Electronics
and Computer Science

ambiguous

actual position

reported position

VSS12

VSS21

unknown
VSS12 VSS11

m connected | |mission supervised
VSS12 TRAIN1 TRAIN1 TRAIN1

VSS12
VSS21
VSS22

‘ Quick £

[ History 82 [7] Event Error View £ Event-B Explorer
VBD_MS_Anim

s o SBE MRS

-,
k=

VBI VB! VBI VBI VB! VBI En\ E

[ UML-B Simulator 23

clock = 9

Playback ]

Big Step Restart =~ Save

Sml Step " Replay

Run For E - Stop |

[ Enabled External Operations
ENV_enter_HL3_area ({TRAIN1},TRAIN2,NoTrigger)
ENV_enter_HL3_area ({TRAIN1},TRAIN3,NoTrigger)
ENV_train_split (2,VSS12,VSS21,VSS12,VSS21,TRAIN2,TRAIN1 {VSS12},{VSS21})
ENV_train_split (2, VSS12,VSS21,VSS12,VSS21,TRAIN3, TRAIN1 {VSS12},{VSS21})

ENV_train_split (2,vSS12,VSS21,VSS12,VSS12,TRAIN2,TRAIN1 {VSS12}{VSS12,VSS2...
ENV_train_split (2,vSS12,VSS21,VSS12,VSS12,TRAIN3,TRAIN1 {VSS12}{VSS12,VSS2...
ENV_train_split (2 VSS21,VSS21,VSS12,VSS21,TRAIN2,TRAIN1T {VSS12,VSS21},{VSS2...
ENV_train_split (2 VSS21,VSS21,VSS12,VSS21,TRAIN3,TRAIN1T {VSS12,VSS21},{VSS2...

ENV._front_move_next (TRAIN1,VSS22,NoTrigger)

ENV_last_train_leave_ttd (VSS12,Started,Expired, TRAIN1,TimerExpiry,TTD10,VSS12)
ENV_end_of_mission (TRAIN1)

RBC_extend_fs_ma (TRAIN1,{VSS23})

IADA avbamad fa man (TOAINA AIECAAVUCEAAN

[7] State &2
Name
YEnv_CO
Fst VSS
Lst VSS
Max_VSS_i
Next VSS
VSS_i
YEnv_C1
Fst TTD
Lst TTD

VBD_vss_update_complete
self_unknown(VSS11)

self_free(VSS33)

self_free(VSS32)

self_free(VSS22)

self_ambiguous(VSS12)

self_free(VSS21)

self_free(VSS23)

self_free(VSS31)

VBD_start_vss_update
ENV_front_move_next(TRAIN1,VSS21,TTDInfo)
RBC_extend_fs_ma(TRAIN1,{VSS21,VSS22})
RBC_trim_ma(TRAIN1,{VSS11})
VBD_vss_update_complete

self_free(VSS33)

self_free(VSS32)

self_free(VSS31)

self_free(VSS23)

self_free(VSS22)

self_free(VSS21)
10A_ambig_unknown(ldle VSS11)
5A_unknown_ambig(VSS12)
VBD_start_vss_update
VBD_receive_position_report_integrity_confirmed({VSS...
ENV_rear_leave_section(TRAIN1,VSS11)
ENV_front_move_next(TRAIN1,VSS12, NoTrigger)
RBC_extend_os_ma(TRAIN1,{VSS12})
VBD_vss_update_complete

self_free(VSS33)

self_free(VSS31)

self_unknown(VSS12)

self_free(VSS21)

| aald feaniticonny

Value Previous value
VSs11 VSs11
VSS33 VSSs33

7 7

{(VSS11~VSS12),(VS... {(VSS11-VSS12),(VS...
{(VSS11-0),(VSS12-... {(VSS11-0),(VSS12+...

TTD10 TTD10
TTD30 TTD30

S<<<<AMM<<<<<<<<<<<PAIM<I<<<<<<<<<

PP PP <AMME<NS0OOOOO<DIMKOOOOO00 0 <

<S<<<<<<<<<

Y i<<<<<PIMM<<<<<<<<<<<®?D

A
&
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Other collaborations

« HiClass project - (Aerospace Technology Institute)

— High-Integrity, Complex, Large, Software and Electronic Systems
— Model driven development for avionics

— Rolls-Royce, Adacore, Altran, Bae, Callen-Lenz, Cocotec, D-Risq,
Cobham (Flight Refuelling), GE, General Dynamics, Rapita, Thales,
Ultra,

— Universities: Oxford, Southampton, York

e Soton work:

— Text-based notations derived from UML-B
— Systems modelling into components,

— M2M generation of design starting point (Scade, others.. xtUML?)
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Other collaborations (cont)

« AWE

— Component diagrams --> VHDL

« Sandia

— ‘Run to completion’ Statecharts with refinement

e Deutsche Bahn

— UML-B for specifying Railway systems equipment —
interoperability
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Summary
« UML-B

— Formal diagrammatic notation
— Not UML - but somewhat familiar diagram types

— Refinement — formal : proof obligations generated

« Proof — rigorous, complete (cf testing)

— Generic (irrespective of instantiation)
— Mostly automatic (depending on model)

— Model checker - finds counter examples

« Also has a constraint solver

« Validation is also important

— Visualisation of state (B Motion Studio)

— Scenario checker — save and replay, simulates run to completion
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Thank you



